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Introduction 
 
A typical Applications DBA needs to wear a wide variety of  hats in supporting his or her environment.  In fact, while we often 
think of  an Applications DBA as being a tehcnocrat, we frequently overlook the role of  the Applications DBA in developing 
policy and procedure in the enterprise.  An Applications DBA is, quite frequently, DBA, Architect, and, in some cases, Systems 
Administrator.  In this paper, I will discuss some of  the practices that I've used at various clients to help make the Oracle E-
Business Suite more manageable.   You may notice that some items (backups, etc.) that would be considered “best practice” for 
DBAs are conspicuously absent.  For the purpose of  brevity, we will assume that the reader is observing those practices from 
another source. 
 

Establish an SLA 
 
I know that you've all heard this before.  But, it is impossible to meet or even exceed expectations if  those expectations are not 
known.  When crafting an SLA, many organizations approach the key business users and simply say “what do you want?”.  
While this will establish expectations, it doesn't leave much negotiating room for things like unscheduled maintenance (or even 
scheduled maintenance in some cases). 
 
The business needs to understand that downtime is an essential part of  maintaining a stable system.  Our goal, is to manage that 
downtime such that it has a minimal impact on the business.  In order to do that, we need to understand, not only what the 
business wants, but what the business needs. 
 
It's entirely possible that the business needs the system to be available 24x7.  However, the degree of  that need can vary wildly 
throughout the day or even week.   
 
Consider a typical company running Oracle E-Business Suite that uses just the “Financials” modules.  As we look at the 
business, we determine that the workforce is spread across the contiguous United States.   As we dig further, we are able to 
establish that we're dealing mainly with office workers.  These office workers typically work Monday through Friday, 8:00AM to 
5:00PM local time.  Yes, some people work late, some come in early, but this is the typical pattern.  In our assumptions, we can 
pad this a little bit.  Maybe two hours on each end. 
 
Given what we've learned here, we can extrapolate that the truly critical time window is Monday through Friday, 6:00AM 
(Eastern) to 7:00PM (Pacific).  What this means for us is that, it would be easier to negotiate and/or manage downtime outside 
of  that window.   
 
So, rather than simply saying “this is a 24x7 system”, your SLA should take this kind of  information into account.  In this 
environment, establish a procedure for unscheduled emergency downtime both in this critical window and outside of  it.  This 
procedure should include details like how much advance notice needs to be given, who needs to be notified, and who needs to 
approve the downtime. 
 

Establish Regular Maintenance Windows 
 
In many of  the most stable environments, one key component is the establishment of  regular maintenance windows.  This 
practice actually helps to encourage good routines, testing, and discipline.  When you are working towards a defined maintenance 
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window, it is much easier to bundle up the changes that are going to be deployed.  Correspondingly, you can identify that those 
changes will be tested and you can document and even rehearse their deployment.  As to how frequently?  I've found that, in 
many environments, a monthly maintenance window is actually the most manageable.  Admittedly, if  you've recently 
implemented or upgraded, a more frequent schedule may be necessary. 
 

Have Documented Procedures for Key Tasks 

 
Probably the one truth behind a stable environment is the development and adherence to documented procedure.  There are a 
number of  tasks that should be performed on a regular basis in maintaining systems like Oracle E-Business Suite.  These 
common tasks often have industry-provided documentation, and, while that vendor-provided documentation can be used to 
help you build your procedure, it seldom covers the specifics of  your environment. 
 

Procedures:  Maintenance Window Procedures 
 
Once you've established when your maintenance window is going to happen, you should have established procedures that codify 
the tasks to be performed.  In our sample environment, we've decided to have our maintenance window on the second Sunday 
of  the month.  Working with that, we can establish a time line with these tasks: 
 

COB Monday, 6 Days Prior  – The DBA will produce a list of  patches that are identified as potential promotion candidates.  
This list will contain patches applied to lower level environments that have not yet been migrated.  The list should be sent to 
various pre-defined approving personnel.  The DBA should also send out a calendar of  “DBA Events” for the next couple 
of  months at this point. 
 
COB Wednesday, 4 Days Prior – All patches destined for PROD during the maintenance window should be applied to the 
QA (PROD -1) instance. 
 
COB Thursday, 3 Days Prior – DBA will prepare a “Maintenance Plan” for the outage (based on a standard template).  
DBA will also create a Change Request in the CM portal with this Maintenance Plan attached.  The maintenance plan shall 
include: 
 
Contact information for key individuals 
Email lists for individuals to be notified of  specific changes upon completion 
General objectives for the maintenance window 
List of  patches to be applied 
Patch prerequisite research 
List of  tasks performed in advance of  the outage 
List of  tasks to be performed during the outage (with specific commands and timing estimates, where applicable) 
 
Additionally, an email should be sent out with estimated start time for the outage and an estimated duration. 
 
COB Friday, 2 days prior – Management will give final approval for the outage. 

 
When it comes time to actually perform the required tasks, the Maintenance Plan provides a step by step transcript of  tasks 
performed in the QA (PROD-1) instance.  This method can help to reduce errors and establish a reliable timetable for the 
outage window. 
 

Procedures:  Cloning Procedure 
 
One of  the most technically challenging tasks that an E-Business Suite DBA performs on a regular basis is cloning.  Like so 
many things, while there is vendor-supplied documentation, it is critical to have site-specific instructions as well.  This site-
specific documentation should include: 
 

Preparation of  the target environment 
Information about the nature of  the backup that will be used 
Instructions on how the backup should be restored 
Detailed instructions on how the database should be recovered by the DBA 
Detailed instructions on how the Oracle cloning utilities are used 



 Collaborate 2017 -- OAUG Forum Copyright © 2014 by James J. Morrow Page 3 of  5 

Detailed instructions on extra post-cloning tasks 
 

Procedures:  Password Change Procedure 
 
An Oracle E-Business Suite installation has a number of  publicly known accounts and standard passwords.  Once you've excised 
the default passwords from  your system (which, we hope you've done prior to production release), you will need to establish a 
documented password change procedure.  In our sample environment, we're changing all administrative passwords during our 
monthly maintenance window. 
 
Critical accounts include:  SYS, SYSTEM, APPS, APPLSYS, Module owners, Mailboxes used by the Workflow Mailer, any 
Operating System accounts. 
 
Access to these critical accounts should restricted to the staff  that actually need those passwords.  Any other access should be 
delegated through grants, roles, and/or sudo, where appropriate. 
 
Do not store your passwords in ASCII text files or in Excel spreadsheets. 
 

1. Change passwords frequently  (Establish a password change procedure that documents the technical steps required to 
change passwords and who should be notified of  the password changes.) 

2. Wherever possible, use a “delegation of  authority” tool to avoid sharing passwords. 
A. From a Unix standpoint, you can get around this by using tools such as “sudo” which allow you to delegate root 

(or other) authority. 
B. When you do need to share passwords, keep the list as small as possible, and use an encrypted “password safe” 

(password safe, keepass, etc.) to distribute the passwords. 
 
Various industries/agencies have set requirements for passwords and security procedures.  If  your organization is subject to such 
requirements, be sure to apply them. 
 
Implement complex password requirements.  Things like mixed case, alpha-numeric, and special characters all enhance the 
number of  possible passwords for a brute-force attack.  From a database standpoint,  you will want to implement a stored 
procedure to validate the password rules (point to the oracle sample).  You may discover that certain special characters cause 
problems when used for database passwords in an E-Business Suite implementation.  For example, the “#” character will be 
interpreted as a comment by the operating system and should not be used. 
 

Procedures:  Migration Procedures (Code/Patch) 
 
Many organizations have little or no established migration procedures for code changes or patches.  The best practice 
recommandion is to establish a rather simple migration path between development, test, and production instances.  In our 
reference environment, all development environments are at the “PROD-3” level.  Migrations from the “PROD-3” level to the 
TEST environment “PROD-2” are handled by the developers.  During this code migration, developers are encouraged to 
establish the deployment documentation that will be used to deploy into “PROD-1” and, ultimately, into production.   
 
This documentation should include instructions for deploying files, loading stored procedures, and any registration that needs to 
occur.  In many environments, I also encourage developers to attach “tkprof ” output to migration documents. 
 

Patching Philosophy 
 
Oracle releases their security patches (also known as “CPUs”) once a quarter.   If  you are subject to PCI standards, they need to 
be applied to your production environment within 30 days of  their release. 
 
As it relates to other patches, certain modules carry with them their own requirements.   Payroll, for example has certain 
legislative requirements.  In general, it is recommended that customers be most aggressive with patches from the AD, ATG, and 
TXK family.  These patches are most likely to be listed as prerequisites for other patches you may find yourself  needing to apply. 
 
Additionally, I typically recommend that clients run the “patchsets.sh” (Note 139684.1) script on a regular basis (at least once a 
month, if  not daily) to keep informed about any new major patches that they may want to apply.   The patchsets.sh script is 
updated by Oracle on a nightly basis and is available through a public FTP server. 
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Another tool provided by Oracle is the Patch Wizard that is part of  the Oracle Applications Manager (Note 976188.1).  While 
the Patch Wizard can be used to identify recommended patches, it can also provide information that can be used to guide your 
testing efforts.  While you can find out which files will be changed using adpatch apply=no, the Patch Wizard can actually tell 
you what menu paths and forms (by name) have been changed as well.  
 
If  you are an 11i or 12.0 customer, you will also want to make sure that your system meets the minimum baseline requirements 
outlined in Note 883202.1 and Note 1195034.1.  These patches are required for systems entering Extended Support (December 
1, 2010 for 11i and February 1, 2012 for 12.0).  An updated version of  the Patch Wizard can be installed (Patch 9803629) which 
can help you evaluate the impact of  these baseline patches on your system. 
 
Concurrent Managers:  Purging 
 
The Concurrent Manager can be a significant source of  performance pain.  The sheer quantity and size of  the files created at 
the filesystem level alone can quickly become a problem, and then there's the database tables involved in the Concurrent 
Manager processes.  Oracle provides the “Purge Concurrent Manager and/or Request Data” concurrent request to help you 
tame the files and tables.   At the very least, the DBA and the business should determine retention requirements for the 
Concurrent Manager data.   
 
In most environments, 30-45 days is determined to be the best choice.  By choosing a 30-45 day range, the enterprise is able to 
retain month-end runs of  all reports.   Once you've determined the retention window, you can schedule a “blanket purge” that 
will delete all logs and output from the filesystem as well as all records from the tables.  This job should run daily, purging all 
entries that exceed your threshold.   
 
In some environments, particularly manufacturing, you may have specific jobs that are executed frequently (every 2-5 minutes).  
In many cases, the history of  those jobs provides nothing more than error information.  Additionally, once those jobs start to 
throw an error, they will continue to do so until the error is resolved.  For those jobs, you should schedule a “specific purge” 
that will delete them after 2-3 days. 
 

Concurrent Managers:  Tuning 
 
The DBA should check the performance of  the concurrent managers on a regular basis.  Rather than worrying about what the 
job is, pay attention to how the job performs.  Think of  it as basic traffic management (that's really what it is).  Classify the jobs 
based on how frequent and fast they tend to run and create the queues accordingly.  For jobs that don't require a specific 
manager (which is most of  them), I typically recommend four queues:  STANDARD, STANDARD BYPASS, LONG and 
LONG BYPASS.  Jobs are defined as being “eligible” for a specific queue.  In most environments, any job that typically takes 
more than 10 minutes to execute is “exiled” to the LONG queue and denied access to the STANDARD queue.  The two 
BYPASS queues are essentially “express lanes” for important (and/or quick/frequent jobs) around the normal queues. 
 

Statistics 
 
The “Gather Schema Statistics” job should be run on a regular basis.  This concurrent request calculates the statistics used by 
the Cost Based Optimizer to determine the execution path for all SQL in the database.  The general recommendation is that this 
job should be run for all schemas at least weekly using an estimate percent of  50.  Should you have specific activities that change 
large quantities of  data, you may want to run this job in a targeted manner more frequently. 
 

Pinning Stored Procedures 
 
The PIND.sql script (Note:  301171.1) is an intelligent routine that keeps track of  which stored procedures are used most 
frequently and will pin them on database startup.  Pinning these code objects in memory can significantly improve performance.  
This is a definite improvement over the ADXGNPIN.sql approach of  pinning all stored procedures as you're only pinning the 
objects that are used frequently.  
 

Workflow Mailer:  Test Address 
 
The Workflow Mailer sends outbound notifications to users, external suppliers, and external customers.  It does this very reliably, 
even from a non-production environment.  To eliminate confusion, we can define a “Test Address” that will re-direct all 
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outbound email to a specific mailbox.  This allows developers and testers to receive the notifications that are generated by their 
testing.  In many environments, this mailbox is commonly accessible by numerous individuals. 

 
Workflow Mailer:  Test Mailboxes 
 
If  you are doing inbound workflow mail processing, you should be certain to point your clones to their own set of  mailboxes 
when you clone an environment.  The danger here, is that the workflow mailer from your clone will reach into your production 
environment and “steal” inbound messages.  What you will notice, should this happen, is purchase orders that have been 
approved, but no action is taken.  Remember that what the mailer does is check the mailbox via IMAP, read any messages, and 
either move them to the “PROCESSED” or “DISCARD” folders.  Should your TEST environment start stealing from PROD, 
any messages that it evaluates will be moved into one of  those two folders.  When PROD checks, it simply won't see those 
messages. 
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